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Origin of Blockchain

August 2008, domain name bitcoin.org
was registered.

October 2008, a paper titled “Bitcoin:
A Peer-to-Peer Electronic Cash
System” was published by the name
Satoshi Nakamoto

aka. DLT = Distributed Ledger
Technology

Developed for Bitcoin, the first
distributed cryptocurrency

The Problem, How to perform digital
currency transactions between users
directly, without an intermediary.
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Immutable and Irreversible

Blockchain is immutable - Blockchain data can’t be changed

Blocks can’t be deleted

As each block contains a hash value of the previous dependent block

All the blocks are chained and linked

Entries are immutable and irreversible.

Data tamper proof

If any node tries to modify a block, then the entire blockchain will be
invalidated

How does it works?
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Figure: Blockchain based transaction
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Figure: Blocks in blockchain
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Hash

Figure: Hashing
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Merkle Root

Figure: Merkle Tree
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Block of Blockchain
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Blockchain Process

A transaction is transformed into a hash

The hash of a whole block is created

A nonce (Random String) is appended to the hash and hashed again

The resulting hash is compared to the difficulty level required by a
blockchain

It is less than the difficulty level, other nodes on the network check
and confirms the solution and update their instances of the blockchain

If not, then the nonce is changed, and the trial-and-error process
repeats

The hash of the header becomes the new blocks identifying strings,
and the addition is propagated through the network

That block is now part of the ledger

The miners responsible for this are rewarded (If there is a reward
associated with mining)
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Blockchain is a Trust Protocol

A distributed public/private open/closed database where records are
kept tamper-proof by virtue of its technical implementation alone

Enables decentralized authority (A 3rd party intermediary authority is
no longer required.)

Provide privacy, transparency, and security

Application in a wide range of areas
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Various Implementations
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Consensus Algorithm in Blockchain

Proof of Work (PoW) Algorithm: PoW is a piece of data that is
difficult to produce but easy for others to verify and satisfies certain
requirements.

Bitcoin network asks miners to prove computing efforts.

Prop: Low Throughput, Higher latency, Large Power Consumption,
Large Open Networks, Cryptocurrency applications.

Proof of Stake (PoS) Algorithm: Asks miners to prove ownership
of a certain amount of cryptocurrency.

Prop: Similar to POW but Power Consumption Efficient, Complex
implementation could be made faster.

Byzantine Fault-Tolerant Algorithms: Database replication
protocol used in closed blockchain with limited nodes.

Prop: High Throughput and Lower Latency, Small Closed Networks,
Enterprise Solutions.
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Figure: Do we really need blockchain?
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Blockchain Evolution

Blockchain 2.0 (Ethereum 2014)

Ethereum is a global,
open-source platform for
decentralized applications.

On Ethereum, you can write
code that controls digital
value, runs exactly as
programmed and is
accessible anywhere in the
world.
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Ethereum

“Ethereum is the foundation for a new era of the internet:

1 An internet where money and payments are built-in

2 An internet where users can own their data, and your apps don’t spy
and steal from you

3 An internet where everyone has access to an open financial system

4 An internet built on neutral, open-access infrastructure, controlled by
no company or person

Ethereum is programmable, which means that developers can use it to
build new kinds of applications. ”
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Smart Contract

Introduced by Nick Szabo in 1994

Help you exchange money, property, shares, or anything of value in a
transparent, conflict-free way while avoiding the services of a
middleman
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What is Smart Contract?
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Advantages of Smart Contract

Autonomy: no need for trusted third party

Trust: data stored in a shared ledger (cannot be lost)

Backup: data duplication

Speed: automating various processes
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Challenges of Smart Contract

Scalability

Interoperability

Regulatory challenges

Governance

Lack of digital literacy
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